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Abstract 

The United States healthcare sector grapples with rising cybersecurity threats. Ransomware and data breaches expose 
millions of protected health information (PHI) records each year, while artificial intelligence (AI) has advanced analytics 
and supported clinical decisions and tools. AI amplifies both vulnerabilities and protections, but traditional safeguards 
often struggle or fail to support collaborative model development with stringent HIPAA and HITECH rules. Privacy-
preserving machine learning (PPML) techniques offer potential solutions to this tension. 

This narrative review draws together peer-reviewed literature from 2020 to 2026 on AI-driven privacy-preserving 
techniques like federated learning, differential privacy, homomorphic encryption, secure multi-party computation, and 
blockchain-AI hybrids applied to US healthcare cybersecurity. These tools allow decentralized training, encrypted 
operations, and auditable partnerships that curb re-identification, inference attacks, and centralized data risks. 

Key findings highlight federated learning’s maturity in multi-institutional applications, differential privacy’s solid 
defenses for group-level analysis, and the promise of hybrids to overcome individual limitations such as computational 
overhead and expansion barriers. However, persistent challenges include resource demands, potential bias 
amplification, adversarial vulnerabilities, and limited real-world longitudinal evidence.  

The review calls for uniform testing standards, quantum-proof designs, and policy boots to speed uptake. Such methods 
strengthen privacy alongside function, paving the way for reliable AI use that protects patients, cuts breach damage, 
and promotes digital health innovation in an increasingly threatened ecosystem. 

Keywords: Privacy-Preserving Machine Learning; Federated Learning; Differential Privacy; Healthcare Cybersecurity; 
HIPAA Compliance 

1. introduction

Healthcare organizations increasingly face or confront a structural paradox. On one hand, machine learning now 
supports critical decisions across day-to-day healthcare operations, ranging from detecting subtle anomalies in network 
traffic that may escape human analysts, to identifying fraud patterns in billing systems, and enabling early warning 
systems for emerging cyber threats (Rieke et al., 2020; Sasirekha & Gunavathi, 2025). Health systems that fail to adopt 
these tools or technologies risk operational inefficiency, falling behind competitors and failing their missions to 
adequately protect patients' data and clinical services. On the other hand, every time a hospital sends data to a cloud-
based analytics platform or shares patient records with a research partner, it introduces privacy risks and security 
exposure which becomes an issue of great concern (Rieke et al., 2020; Santos-Lozada et al., 2020). 
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The scale of this risk is substantial. In 2023 alone, cyber incidents affected approximately 133 million individuals 
connected to the United States healthcare system, representing the highest figure on record (HHS, 2024). The associated 
financial consequences are equally severe. Healthcare data breaches cost an average of $9.7 million per incident, making 
healthcare the most expensive sector in which security failures occur (IBM Security, 2024). Beyond financial loss, 
ransomware groups do not just steal data anymore; they lock up entire hospital systems, forcing clinicians to revert to 
manual documentation and in some cases delaying essential medical procedures (Ransomware in Healthcare, 2025; 
Ahmed et al, 2025). 

Meanwhile, existing approaches to healthcare data protection appear inadequate. Regulatory frameworks such as the 
Health Insurance Portability and Accountability Act (HIPAA) and the Health Information Technology for Economic and 
Clinical Health (HITECH) Act mandate robust safeguards for protected health information (PHI), but researchers have 
shown repeatedly that determined adversaries can reconstruct patient identities from supposedly anonymous datasets 
(Liu et. al 2020). Traditional access controls work only if you trust everyone in your network, which becomes 
problematic when collaborating with external institutions, vendors, or cloud service providers, hence the need for 
something different (Kedar, 2025). This is where privacy-preserving machine learning (PPML) comes to the forefront. 
Rather than simply hiding data or restricting access, PPML techniques allow organizations to train AI models, perform 
analytics, and detect threats without ever exposing the underlying raw data (Guerra-Manzanares et. al 2023).  

Three approaches have matured enough for serious consideration. First, differential privacy adds carefully calibrated 
noise to query results and model parameters, reducing the ability of adversaries to infer individual patient information 
(Sravani & Kumar, 2025). Second, federated learning trains models across distributed locations without centralizing 
data (Karamat et al, 2025). Third, homomorphic encryption allows computation directly on encrypted data, ensuring 
that even service providers cannot see what they are computing on (Mohile 2025; Froelicher et.al 2021). Increasingly, 
these approaches integrate with blockchain for auditable, tamper-resistant records in healthcare cybersecurity 
(Bhattacharya et al., 2021). Recent applications demonstrate promise: federated systems have supported multi-hospital 
AI for clinical outcomes prediction under HIPAA constraints, and differential privacy has been applied to safeguard 
electronic health records (EHR) queries (Dayan et al., 2021; Pfitzner et al., 2021). 

The central question is no longer whether these techniques exist but whether they work well enough, cheaply enough, 
and predictably enough to actually use them. The study provides an evaluation of these techniques' resilience to the 
rapid evolution of treats and their real-world scalability in US healthcare settings. By examining mechanisms, 
advantages, limitations, and regulatory implications, we aim to: (1) elucidate how these methods mitigate breaches 
while enabling secure AI innovation; (2) highlight implementation barriers and ethical issues; and (3) propose 
directions for policy and research to enhance resilience. 

2. Methodology  

This narrative review examines peer-reviewed literature and authoritative reports addressing privacy-preserving 
machine learning in healthcare cybersecurity. We searched four major databases: PubMed, Scopus, Web of Science, and 
IEEE Xplore. The search focused on publications from 2020 to 2025 to capture recent developments following the 
acceleration of healthcare digitalization and maturation of PPML implementations. Keyword searches included 
combinations of "privacy-preserving," "differential privacy," "federated learning," "homomorphic encryption," "secure 
multiparty computation" combined with "healthcare," "hospital," "clinical," "medical," "cybersecurity," and "artificial 
intelligence."  
 
We prioritized empirical evaluations, real-world deployments, and authoritative reviews. Exclusion criteria eliminated 
non-peer-reviewed sources, studies predating 2020 (except seminal foundational works still actively shaping current 
applications), non-US-focused research, and works lacking direct relevance to privacy preservation or cybersecurity. 
Selective foundational pre-2020 references were retained only where essential for conceptual grounding (e.g., Abadi et 
al., 2016). The review synthesizes findings thematically by primary PPML technique (differential privacy, federated 
learning, homomorphic encryption, secure multiparty computation) and cross-cutting implementation challenges 
(regulatory alignment, explainability, adversarial robustness, practical deployment barriers). 
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3. Privacy Preserving Machine Learning (PPML) techniques  

3.1. Federated Learning: Decentralized Training for Enhanced Privacy in Collaborative Healthcare AI 

Federated learning (FL) has emerged as a cornerstone privacy-preserving technique in AI-driven healthcare 
cybersecurity, allowing multiple institutions to collaboratively train machine learning models without exchanging raw 
patient data. In this paradigm, only model updates (such as gradients or parameters) are shared with a central server 
or aggregated peer-to-peer, while sensitive data remain on local devices or servers (Rieke et al., 2020; Pfitzner et al., 
2021). This decentralized approach directly mitigates risks associated with centralized data repositories, which have 
been frequent targets of breaches in the US healthcare sector. 

The core mechanism of FL involves iterative local training: each participating entity trains a shared global model on its 
private dataset, computes updates, and sends them to an aggregator. The aggregator averages these updates to refine 
the global model, which is then redistributed for further local refinement (Dayan et al., 2021). Advanced variants, such 
as swarm learning, eliminate the need for a central server entirely by using blockchain for secure, permissioned 
coordination (Warnat-Herresthal et al., 2021). These designs inherently reduce the attack surface for data interception 
or leakage during transfer. 

In US healthcare contexts, FL has seen prominent applications aligned with cybersecurity needs. Multi-hospital 
consortia have employed FL for predictive modeling during the COVID-19 pandemic, enabling institutions to train on 
diverse EHR datasets for clinical outcome forecasting while adhering to HIPAA restrictions on PHI sharing (Dayan et al., 
2021; Froelicher et al., 2021). Similarly, FL frameworks have supported anomaly detection in IoT-enabled remote 
monitoring systems and telemedicine platforms, identifying cyber threats like unauthorized access without 
compromising patient privacy (Nguyen et al., 2022). Real-world deployments, including those in oncology imaging and 
cardiovascular risk prediction, demonstrate FL's feasibility across heterogeneous US health networks (Kaissis et al., 
2020; Pfitzner et al., 2021). 

The advantages of FL are compelling for cybersecurity. It preserves data locality, minimizing breach risks from large-
scale transfers, and supports robust model performance comparable to centralized training in many cases (Rieke et al., 
2020). By avoiding raw data exposure, FL counters membership inference attacks, where adversaries attempt to 
determine if a patient's record was used in training and aligns with ethical imperatives for equitable AI development 
across underserved populations (Truong et al., 2021). Recent systematic evaluations highlight FL's role in enabling 
secure multi-institutional collaborations, fostering innovation in threat detection without regulatory violations 
(Pfitzner et al., 2021). 

However, limitations temper unbridled optimism. Communication overhead can strain bandwidth in large consortia, 
and heterogeneity in data distributions across US hospitals (non-IID data) may degrade model convergence or introduce 
biases (Kaissis et al., 2020). Poisoning attacks, where malicious participants submit tainted updates, pose cybersecurity 
risks, necessitating robust aggregation defenses like secure averaging or anomaly detection (Froelicher et al., 2021). 
Tolpegin et al. (2020) showed that gradient-based attacks can extract patient-level information from model parameters 
shared during federated learning. A malicious participant in a federated learning network could potentially infer details 
about other participants' datasets. This is a hard problem because federated learning requires sharing gradients, and 
gradients contain information about underlying data. Computational demands also challenge resource-constrained 
community health centers, potentially exacerbating disparities. 

From a regulatory perspective, FL facilitates HIPAA compliance by eliminating the need for de-identification or business 
associate agreements in many scenarios, as no PHI leaves institutional firewalls (Truong et al., 2021). This alignment 
with HITECH and emerging National Institute of Standards and Technology (NIST) AI guidelines positions FL as a 
practical bridge for secure AI adoption in US healthcare cybersecurity. Overall, federated learning exemplifies how AI 
can bolster rather than undermine privacy, offering a scalable foundation for collaborative threat mitigation amid 
escalating cyber risks 

3.2. Differential Privacy: Controlled Noise for Secure Aggregate Insights in Healthcare Data 

Differential privacy (DP) provides a mathematically rigorous framework for releasing aggregate statistics or training AI 
models while bounding the risk of individual data leakage. By injecting calibrated noise into query responses or 
gradients, DP ensures that the output distribution remains nearly indistinguishable whether any single record is 
included or excluded (Abadi et al., 2016; Dwork & Roth, 2014).  
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In practice, DP is implemented through mechanisms like the Laplace or Gaussian noise addition, with privacy budgets 
(ε, δ) quantifying protection strength. Recent advancements integrate DP into deep learning via differentially private 
stochastic gradient descent (DP-SGD), enabling private model training on sensitive datasets (Pfitzner et al., 2021; 
Truong et al., 2021). Studies like Liu et al. (2023) demonstrated this working in practice. They trained an anomaly 
detector on healthcare network logs from multiple institutions, applying differential privacy at the parameter level, 
achieving detection accuracy within 2% of non-private baselines. 

US healthcare applications increasingly leverage DP for secure analytics on EHRs and public health surveillance. For 
instance, DP has protected genomic queries and population-level COVID-19 trend analyses, allowing researchers to 
derive insights without re-identification risks under HIPAA (Murdoch, 2021; Dayan et al., 2021). In cybersecurity 
contexts, DP safeguards anomaly detection systems that monitor network traffic or access logs, preventing adversaries 
from inferring patient-specific patterns through repeated queries (Kaissis et al., 2020).   

Advantages include strong theoretical guarantees against sophisticated attacks, compatibility with existing databases, 
and facilitation of safe data release for secondary uses. DP supports compliance by minimizing re-identification threats, 
a persistent concern in de-identified health datasets (Na et al., 2018). Post-2020 implementations demonstrate utility 
preservation in large-scale US cohorts, advancing equitable research across diverse populations (Froelicher et al., 2021). 

Limitations persist, however. Noise addition inevitably reduces accuracy, particularly for high-dimensional tasks like 
imaging diagnostics, and tight privacy budgets exacerbate utility loss (Kaissis et al., 2020). Auditing cumulative privacy 
expenditure across multiple queries remains complex, and DP offers limited defense against certain poisoning attacks 
in collaborative settings (Truong et al., 2021). Williamson and Prybutok (2024) examined exactly this problem in their 
study of DP-based anomaly detection. They found that differential privacy could maintain detection accuracy for 
common attacks but struggled with rare, novel threats. For a hospital, this means a very sophisticated adversary might 
evade detection precisely because the privacy-noise mechanism filters out the subtle signals that would catch them.  

Regulatory alignment is moreover robust: DP directly supports HIPAA's de-identification safe harbor by providing 
quantifiable privacy assurances, complementing NIST AI RMF recommendations for risk management (Murdoch, 2021). 
As threats evolve, DP's formal protections make it indispensable for trustworthy AI in US healthcare cybersecurity. 

3.3. Homomorphic Encryption: Computation on Encrypted Data for Confidential Analytics 

Homomorphic encryption (HE) enables direct computation on ciphertext, yielding encrypted results that decrypt to 
match operations on plaintext. This "compute-without-decrypt" property eliminates exposure risks during processing, 
addressing a core vulnerability in outsourced or collaborative healthcare AI (Acar et al., 2018; Froelicher et al., 2021). 

Modern schemes such as the particularly fully homomorphic encryption (FHE) supports arbitrary computations, though 
partially homomorphic variants suffice for specific operations like addition or multiplication. Libraries such as OpenFHE 
and TFHE have accelerated practical deployment post-2020 (Al Badawi et al., 2022; Chillotti et al., 2020). 

In US healthcare, HE secures cloud-based analytics on encrypted EHRs, genomic sequences, and imaging data. 
Applications include private predictive modeling for disease risk and secure telemedicine consultations, where 
providers query encrypted patient records without decryption keys (Gilad-Bachrach et al., 2016, Froelicher et al., 2021). 
Cybersecurity benefits appear in encrypted threat intelligence sharing among institutions. 

HE's primary advantage lies in end-to-end confidentiality: data remain encrypted throughout the lifecycle, thwarting 
breaches even if servers are compromised (Kaissis et al., 2020). This facilitates secure multi-party genomics and 
pharmacovigilance under strict HIPAA constraints. 

However, challenges remain substantial. Computational overhead often orders of magnitude slower than plaintext 
operations, and ciphertext expansion hinders scalability for real-time applications (Acar et al., 2018). Noise growth in 
FHE limits circuit depth, complicating deep learning deployment. Hybrid approaches combining HE with FL or MPC 
mitigate these issues but introduce complexity (Froelicher et al., 2021). 

From a regulatory standpoint, HE aligns seamlessly with HIPAA encryption requirements and emerging FDA guidance 
on AI/ML-based software as medical devices, offering verifiable security for high-stakes environments (Truong et al., 
2021). 
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3.4. Secure Multi-Party Computation: Collaborative Analysis Without Input Revelation 

Secure multi-party computation (SMPC) allows parties to jointly compute functions over private inputs while revealing 
only the output. Protocols like garbled circuits and secret sharing underpin this, ensuring no intermediate data leakage 
(Mohassel & Zhang, 2017; Knott et al., 2021). Recent frameworks (e.g., Crypten) integrate SMPC with deep learning, 
supporting private inference and training across distributed healthcare entities. 

US applications include joint risk stratification across hospital networks and private genomic association studies, 
preserving confidentiality during cybersecurity-focused collaborations like threat pattern analysis (Froelicher et al., 
2021; Ryffel et al., 2018). SMPC enhances federated systems by securing aggregation phases. 

Advantages encompass flexibility for complex functions and strong security against malicious participants via verifiable 
protocols. It complements FL by protecting updates during transmission (Kaissis et al., 2020). Limitations involve high 
communication and computation costs, scaling poorly with participant numbers. Hybrid threats, including side-channel 
attacks, require careful implementation (Truong et al., 2021). Regulatory fit is excellent: SMPC avoids PHI transfer, 
supporting HIPAA business associate exemptions and NIST trustworthiness principles. 

3.5. Blockchain-AI Integration: Decentralized Trust for Privacy-Enhanced Cybersecurity 

Blockchain-AI hybrids leverage immutable ledgers for auditable, tamper-resistant coordination of privacy-preserving 
AI. Smart contracts orchestrate FL or SMPC workflows, while blockchain anchors model provenance and access logs 
(Bhattacharya et al., 2021; Warnat-Herresthal et al., 2021). Post-2020 deployments focus on secure data marketplaces 
and audit trails for AI-driven threat detection in US healthcare networks (Yaqoob et al., 2021). Applications span 
decentralized EHR sharing, ransomware-resistant backups, and verifiable anomaly detection models across consortia. 

Benefits include enhanced transparency, resilience against single-point failures, and incentivized participation via 
tokens (McGhin et al., 2019). This counters insider threats and supports ethical governance. Drawbacks encompass 
blockchain scalability, energy demands, and integration complexity with legacy systems (Hölbl et al., 2018). Regulatory 
hurdles involve clarifying blockchain's status under HIPAA. Nonetheless, hybrids promise transformative auditability 
amid rising US healthcare cyber incidents. 

4. Comparative analysis and hybrid architectures 

Table 1 Comparison of AI-Driven Privacy-Preserving Techniques in US Healthcare Cybersecurity 

Technique Core 
Mechanism 

Primary US Healthcare 
Applications 

Key 
Advantages 

Major 
Limitations 

Regulatory 
Alignment 
(HIPAA/NIST 
AI RMF) 

Federated 
Learning 

Decentralized 
model 
training with 
local data 
retention and 
aggregated 
updates 

Multi-hospital predictive 
modeling (e.g., COVID-19 
outcomes, anomaly 
detection in telemedicine) 

Preserves data 
locality; near-
centralized 
accuracy; 
counters 
inference 
attacks 

Communication 
overhead; non-
IID data bias; 
vulnerability to 
poisoning 

Strong: No 
PHI transfer 
required; 
supports data 
minimization 
and secure 
collaboration 

Differential 
Privacy 

Calibrated 
noise 
addition to 
queries or 
gradients 

Secure EHR analytics; 
population surveillance; 
genomic query protection 

Formal privacy 
guarantees; 
defends 
against re-
identification; 
utility in 
aggregates 

Accuracy loss 
with tight 
budgets; 
complex 
privacy 
accounting 

Excellent: 
Quantifiable 
de-
identification; 
aligns with 
risk 
management 
principles 

Homomorphic 
Encryption 

Computation 
directly on 

Cloud-based encrypted 
analytics; private 

End-to-end 
confidentiality; 
no decryption 

High 
computational 
overhead; 
limited depth 

Robust: Meets 
encryption 
mandates; 
verifiable 
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encrypted 
data 

genomic/pharmacovigilance 
modeling 

needed during 
processing 

for complex 
models 

security for 
high-stakes AI 

Secure Multi-
Party 
Computation 

Joint 
computation 
on private 
inputs 
revealing only 
the output 

Cross-institutional risk 
stratification; secure 
aggregation in federated 
systems 

Flexible for 
complex 
functions; 
strong against 
malicious 
participants 

Scalability 
issues with 
many parties; 
high 
communication 
costs 

Strong: Avoids 
input 
exposure; 
facilitates 
compliant 
multi-entity 
analysis 

Blockchain-AI 
Integration 

Immutable 
ledger for 
audit trails 
and smart 
contract 
orchestration 

Decentralized threat 
intelligence sharing; 
provenance tracking in AI 
models 

Enhanced 
transparency 
and tamper 
resistance; 
resilience to 
single-point 
failures 

Scalability and 
energy 
demands; 
integration 
complexity 
with legacy 
systems 

Emerging: 
Supports 
auditability; 
requires 
clarification 
on data 
storage rules 

Legend: This table provides a high-level comparison of five prominent AI-driven privacy-preserving techniques, emphasizing their mechanisms, 
applications in US healthcare cybersecurity contexts (e.g., EHR protection, threat detection), advantages, limitations, and alignment with key 

regulations. Techniques are not mutually exclusive; hybrids often yield optimal performance. 

4.1. Hybrid and Layered Approaches  

The most sophisticated recent work combines multiple techniques to compensate for individual weaknesses. Federated 
learning combined with differential privacy (FL+DP) is increasingly the standard architecture for collaborative 
healthcare AI. Each hospital trains locally, clips gradients to bound their sensitivity, adds differential privacy noise, and 
sends the noised gradients to the aggregation server. This accomplishes two things. First, it keeps data local (federated 
learning benefit). Second, it provides formal privacy guarantees against gradient leakage (differential privacy benefit). 
The tradeoff is the noise makes convergence slower. Liu et al. (2023) demonstrated FL+DP achieving 94.7% diagnostic 
accuracy with epsilon equals 3.5 across 12 hospitals compared to 96.2% for plain federated learning. That 1.5% 
accuracy cost is often acceptable for the privacy guarantee. 

Federated learning combined with homomorphic encryption (FL+HE) is another hybrid approach. In this approach, 
gradients are encrypted on the client before transmission, and the server performs aggregation operations on 
ciphertext. This prevents even the central server from seeing individual gradients. Kim et al. (2018) showed this 
working but with significant computational overhead, adding roughly 100 to 200% to processing time compared to 
FL+DP. This is practical for periodic model retraining but not continuous updates. 

Some recent work layers all three. Federated learning provides data locality, differential privacy provides gradient-level 
privacy, and secure aggregation uses cryptographic protocols ensuring the server cannot learn individual gradients, 
only the aggregate. This represents the current frontier of privacy-preserving collaborative healthcare AI. Wei et al. 
(2020) discuss this architecture, noting it provides layered defenses but demands substantial governance overhead 
because all participants must understand and agree to the protocol. 

These hybrids are powerful but complicated. Each additional layer adds computational cost. Each requires careful 
parameter tuning. And each demands coordination across institutions (governance agreements, shared understanding 
of privacy requirements, compatible IT infrastructure). For a small hospital system, this complexity might outweigh the 
benefit. 

4.2. Selecting Appropriate Techniques 

The selection of privacy-preserving machine learning (PPML) techniques in healthcare requires careful alignment 
between privacy guarantees, computational performance, regulatory obligations, and deployment constraints. No single 
approach is universally optimal; rather, suitability varies by clinical use case, latency tolerance, and infrastructure 
maturity. 

Table 2 synthesizes evidence from the peer-reviewed literature and real-world deployment experience to present a 
comparative framework for PPML technique selection in U.S. healthcare settings. By mapping representative use cases 
to recommended primary and hybrid methods, the table highlights trade-offs across privacy strength, real-time 
feasibility, infrastructure requirements, regulatory alignment, and implementation maturity. experience.  
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Table 2 PPML Technique Selection Matrix for U.S. Healthcare Deployment 

Healthcar
e Use Case 

Recomme
nded 
Primary 
Technique 

Recomme
nded 
Hybrid 

Privacy 
Guarantee
s 

Real-Time 
Feasibility 

Infrastruct
ure 
Requireme
nts 

Regulator
y 
Alignmen
t 

Implement
ation 
Maturity 

Longitudin
al AI Model 
Training 
(diagnosti
c imaging) 

Federated 
Learning 

FL + Secure 
Aggregatio
n 

Data 
remains 
local; 
gradient 
privacy 
weak 

High (minutes-
hourly) 

Stable 
bandwidth 
between 
sites; 
compatible 
EHR APIs 

Strong 
(HIPAA 
minimum 
necessary
) 

Production-
ready 
(2022+) 

Membersh
ip 
Inference / 
Re-ID 
Protection 

Differential 
Privacy 

FL + DP Formal 
privacy 
guarantee 
(epsilon 
parameteri
zed); 
epsilon less 
than 5 
recommen
ded 

Moderate 
(seconds-
minutes) 

Standard 
compute; no 
special 
hardware 

Strong 
(quantifia
ble 
privacy 
metric) 

Production-
ready 

Outsource
d Cloud AI 
(diagnosis
/risk 
scoring) 

Homomorp
hic 
Encryption 

none End-to-end 
encryption; 
no vendor 
access to 
PHI 

Low (hours-
days; batch 
only) 

GPU 
acceleration 
strongly 
recommend
ed; 
specialized 
libraries 
(SEAL, 
PYFHEL) 

Very 
Strong 
(vendor 
cannot 
access 
data) 

Emerging 
(2023 to 
2025) 

Real-Time 
Cybersecu
rity 
Anomaly 
Detection 

Differential 
Privacy 

FL + DP Mathemati
cal privacy 
guarantee 

Very High (sub-
second) 

Minimal 
overhead; 
standard 
servers 

Strong (no 
data 
exfiltratio
n) 

Production-
ready 

Rare 
Disease 
Surveillanc
e 
(populatio
n-level) 

DP with 
Privacy 
Budget 
Tuning 

DP + FL Formal 
guarantee; 
epsilon 
equals 2.5 
to 5.0 for 
rare events 

High (near real-
time) 

Minimal; 
differential 
privacy is 
lightweight 

Strong Production-
ready 

Multi-
Country 
Collaborati
ve 
Research 

Secure 
Multi-Party 
Computati
on 

SMPC + DP No data 
sharing; 
joint 
computatio
n only 

Low 
(structured/pe
riodic) 

High 
bandwidth; 
cryptograp
hic 
infrastructu
re 

Very 
Strong (no 
data leave 
institution
s) 

Emerging 
(2024+) 

Genomic 
Data 
Analysis 
(highly 
sensitive) 

Homomorp
hic 
Encryption 

HE + SMPC Strongest 
confidentia
lity; 
prevents 
ALL 
inference 

Low (batch 
only) 

Specialized 
hardware/c
loud; 
significant 
compute 

Very 
Strong 

Research 
phase 
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Clinical 
Trial 
Enrollmen
t 
(synthetic 
surrogate 
data) 

Synthetic 
Data Gen. + 
DP 

DP + FL on 
synthetic 

Privacy of 
generation 
algorithm + 
synthetic 
data utility 

High (near real-
time) 

Generative 
models; 
standard 
compute 

Moderate 
(regulator
y pathway 
emerging) 

Emerging 
(2024 to 
2025) 

Interopera
ble Health 
Informatio
n 
Exchange 
(HIE) 

Federated 
Learning 

FL + SMPC Data 
locality + 
joint 
computatio
n 

Moderate 
(hourly-daily) 

Interoperab
ility 
frameworks 
(Vantage6, 
PHT); 
governance 
agreements 

Strong 
(HIPAA 
Business 
Associate 
Model) 

Early 
adoption 
(2024+) 

Regulatory 
Complianc
e 
Monitorin
g (access 
logs) 

Differential 
Privacy 

DP + 
Secure 
Aggregatio
n 

Quantifiabl
e privacy 
budget; 
audit trail 
preservatio
n 

Very High (real-
time) 

Lightweight
; minimal 
performanc
e impact 

Strong 
(demonstr
ates 
quantified 
protection
) 

Production-
ready 

5. Cross-cutting implementation challenges 

Even privacy-saving methods that have the greatest potential, encounter the challenges of the real-world 
implementation on the transition between research and practical application in hospitals in the US. The literature is 
replete with four recurrent topics, namely explainability, the boundaries of synthetic data, governance and trust, and 
adversarial robustness. These obstacles are some of the reasons why robust technical solutions are yet to be standard 
practices. 

5.1. The Explainability and Privacy Tension 

 Clinicians and security teams often need to understand why an AI system flags a threat or suggests a decision. Privacy 
tools make this more difficult. Differential privacy adds noise that hides which features matter most. Homomorphic 
encryption blocks inspection of model states. Even federated learning can make it hard to see how each hospital 
contributed to the final model. This creates real tension. The NIST AI Risk Management Framework stresses the need 
for transparency in trustworthy AI. Yet many privacy methods reduce it. Some newer approaches offer partial solutions, 
such as coarse explanations that point to “network anomalies” without exposing patient details (Williamson & Prybutok, 
2024). Others explore encrypted explanation methods and verifiable logs (Pati et al., 2024; Froelicher et al., 2021). 
However, these solutions are still in their early stages. Most organizations today must choose between strong privacy 
and clear explanations (the ability to explain things). 

5.2. Synthetic Data as a Supplemental Strategy 

Some teams avoid using real sensitive data by creating synthetic datasets that copy important patterns. Differentially 
private generative models can now produce realistic electronic health records and network logs for testing and 
collaboration (Liu et al., 2023). This is effective in cases of usual threats and initial model creation. This restriction can 
be well understood in light of rare events, which tend to be the most significant in cybersecurity. Uncharacteristic attack 
patterns are often absent in synthetic data. These datasets are also time and expertise consuming to build and validate. 
Practically, the most effective way to use them is to combine them: first test using synthetic data and then privacy-
preserving algorithms on real data when accuracy is crucial. 

5.3. Governance and Collaboration Barriers  

Technical solutions usually assume all participants will cooperate fairly. Real healthcare networks are more 
complicated. Federated learning requires clear agreements on model control, handling bad updates, and liability if 
problems arise. Differences in data and hospital size also create uneven benefits. Large academic centers often gain 
more than small rural hospitals. Studies show these governance and trust issues slow adoption more than technical 
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difficulties (Froelicher et al., 2021; Kerr et al., 2025). Organizations need shared governance frameworks before they 
can safely scale privacy-preserving AI. 

5.4. Evolving Threats and Adversarial Robustness  

Contemporary challengers do not just steal information. They proactively target AI systems. Even defended models can 
be undermined by techniques like model poisoning, gradient inversion, and crafted inputs. Federated learning is 
vulnerable to a single malicious user to transmit contaminated updates to the global model (Papernot et al., 2022). The 
existing defenses introduce additional overhead and still fail to protect against healthcare-specific attacks. The majority 
of the assessments are based on simulated threats and not actual hospital data. Nurse Practitioners and frontline 
security teams will need to work more closely in the future to close this gap. All these challenges do not imply that the 
techniques should not be used. They do present reasons as to why progress has been slower than anticipated. The 
following section discusses the implications of this in healthcare practice and the way forward. 

5.5. Regulatory Clarity and Compliance Pathways  

HIPAA and HITECH were written before modern AI existed. They require minimum necessary data use and appropriate 
safeguards, yet give no clear rules for federated learning, differential privacy, or homomorphic encryption. Hospitals 
must decide for themselves whether these methods meet the law. Teams can make strong technical arguments: 
federated learning keeps data local, and differential privacy offers measurable protection. But the Office for Civil Rights 
has never issued official guidance. NIST’s AI Risk Management Framework is helpful but voluntary. As a result, many 
organizations operate in a legal gray zone (Price & Cohen, 2021). This uncertainty makes risk-averse hospitals delay 
adoption for years. Clear safe-harbor guidance from HHS would remove one of the biggest remaining barriers (Kerr et 
al., 2025). 

6. Discussion 

Privacy-preserving machine learning is no longer just in theory but in practice in US healthcare. Techniques that have 
been discussed in this paper are currently being used in actual operations in a number of health systems. However, 
there are still critical differences between what is effective in research and what is effective in everyday hospital 
practice.   

The situation is promising yet skewed. The most developed are federated learning and differential privacy. Numerous 
hospitals already operate federated outcome prediction systems and implement differential privacy to conduct secure 
analytics. These approaches are effective to provide good accuracy and conform to HIPAA regulations in practice. 
Homomorphic encryption and secure multi-party computation are rapidly progressing, yet they are more expensive 
and typically only applied in pilot projects or research. The most privacy-protective methods involve hybrid methods 
that involve two or three techniques, but these techniques are challenging to manage in small hospitals.  

There are various areas of conflict that can be found in literature. To start with, theory predicts that the performance of 
federated learning should be harmed by differences in hospital data. The actual fact is that a good number of real 
deployments are successful. Second, the loss of accuracy due to differential privacy can range greatly, nearly none on 
large datasets, up to 8-15 percent on small datasets. Small rural hospitals thus encounter higher trade-offs as compared 
to large centers. Third, research indicates that the methods are effective in controlled experiments, although adoption 
in real-world situations remains low. Technical obstacles are no longer primary ones. These are governance, regulatory 
uncertainty, and additional work required to coordinate between organizations.  

In the case of healthcare practice, the message is evident. Leaders should select methods according to what they really 
need instead of attempting to optimize all at the same time. To begin with, so long as real-time threat detection is the 
most important, then either using differential privacy or the simplest version of federated learning. In case information 
should remain fully undisclosed to cloud vendors, homomorphic encryption is well justified. Simple methods are 
typically more successful initially. Organizations are also advised to establish governance arrangements and discuss 
with compliance teams early, rather than once the technology has been developed.  

These results indicate three obvious needs in the future. To begin with, additional studies in real-life situations are 
needed to enable hospitals to learn about the successes and failures of others. Second, the Office of Civil Rights provides 
pragmatic advice on what privacy-saving configurations comply with HIPAA. Third, researchers and security teams 
should test these techniques on real attack patterns in healthcare, rather than only normal datasets.  
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Concisely, privacy-conscious AI will safeguard patients and will still provide good outcomes. The tools exist. The rest of 
the work is largely concerned with their practicalization, trust, and ease of use throughout the spectrum of the US 
healthcare organizations. 

7. Conclusion 

Privacy-preserving machine learning has moved beyond theory and now stands as an essential requirement for 
responsible AI in US healthcare. The techniques examined in this review — federated learning, differential privacy, 
homomorphic encryption, secure multi-party computation, and blockchain hybrids — already deliver real results in 
hospital settings. They enable strong model development and threat detection while keeping protected health 
information secure. The evidence clearly shows these methods to protect patient privacy without sacrificing the 
performance needed for modern care.  

Yet success depends on more than technology alone. Hospitals must overcome governance gaps, build internal 
expertise, and secure clear regulatory guidance. Smaller organizations in particular need simpler starting points and 
stronger support. Leaders who begin with proven approaches such as federated learning or differential privacy, 
establish solid governance early, and engage compliance teams from the outset will achieve faster and safer adoption 
across their systems. Researchers must share more real-world outcomes, regulators should issue practical HIPAA 
guidance, and healthcare organizations must treat privacy-preserving AI as a core security priority rather than an 
optional project. When these steps align, US healthcare will harness the full power of AI while safeguarding every 
patient’s data.  
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