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ABSTRACT 

As organizations continue to expand their data volumes, and the need for real-time decision-making rises, the structural 
restrictions of monolithic and on-premises information systems have become increasingly apparent. This paper 
introduces a layered, cloud-based data architecture that could be used to enable elastic scalability, high availability and 
data governance across a large enterprise environment. The design stack consists of an API gateway tier, microservices 
running in containers, event-driven data integration tier and polyglot distributed storage tier, all of which are deployed 
on elastic cloud infrastructure. The evaluation is performed using a simulation based approach which is compared to a 
traditional monolithic deployment along four metrics: response time under concurrent load, system availability, data 
throughput and operational cost. According to the results, the proposed architecture is able to decrease the average 
response time by around 85% when the load reaches 10,000 concurrent users, increase the data throughput by over 
280%, decrease the relative operational cost index by 48%, and enhance the system availability to 99.95%. The results 
clearly show the significant benefits of a well-designed, cloud-native data architecture in terms of scalability, resilience, 
and cost-effectiveness for enterprise information systems. The paper ends with guidelines for architecture design along 
with future research directions for adaptive, AI-assisted cloud data governance. 

Keywords: Cloud Computing; Data Architecture; Enterprise Information Systems; Scalability; Microservices; 
Distributed Data Management 

1 INTRODUCTION 

Traditionally, enterprise information systems have used monolithic, centrally managed architectures, in which the 
application logic, business rules and data management functions are tightly integrated and deployed as a single 
deployment unit. These systems were sufficient for enterprises with consistent workloads and small datasets, but 
today's enterprise world is all about exploding datasets, distributed workforces, and need for near-real time analytics. 
These demands are difficult to meet with traditional architectures, which usually require vertical scaling of a single 
server to meet demand, which is expensive and operationally constrained (Armbrust et al., 2010). 

Cloud Computing has appeared as a key paradigm to overcome such limitations because it provides the elasticity, on-
demand, provisioning of computing resources and pay-as-you-go economic models (Marston et al., 2011). But, merely 
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moving the legacy monolithic systems to the cloud (also called “lift-and-shift”) would not fully take advantage of the 
elasticity and resilience that the cloud platforms provide. A better approach is to change the data architecture to be 
cloud-native, using service decomposition, event-driven integration, and polyglot persistence (Kratzke & Quint, 2017). 

The problem addressed in this paper is: What is the enterprise data architecture that can be scaled, fault-tolerant and 
cost effective on cloud? To address this question, a layered cloud based data architecture is proposed and its 
performance is compared with a conventional monolithic baseline data architecture through simulation driven 
experiments. The specific goals of this study are threefold: (1) To design a modular, layered architecture that is suitable 
for large-scale enterprise data systems; (2) To determine the essential architectural elements of each layer; and (3) To 
quantify the performance, availability and cost characteristics of the proposed architecture compared to traditional 
deployment models. 

The rest of the paper can be followed as follows. Section 2 presents the related work of cloud computing and enterprise 
data architecture. The proposed layered architecture is discussed in Section 3. The methodology for evaluations is given 
in Section 4. Comparative tables and figures are included in the results and discussion (section 5). The paper is 
concluded in Section 6 where directions for future research are outlined. 

2 LITERATURE REVIEW 

Since the formalization of Cloud Computing as an On-Demand Elastic Computing paradigm (Armbrust et al., 2010; Rimal 
et al., 2009), it has been extensively studied. According to Zhang et al. (2010), cloud computing research can be divided 
into three layers: infrastructure, platform, and software services; data management problems become more and more 
severe as the system expands to all these layers. A survey of large-scale data management approaches in cloud 
environments was conducted by Sakr et al. (2011) who noticed that relational database systems alone are not enough 
to manage the volume, velocity and variety of enterprise data, consequently motivating the use of NoSQL and distributed 
storage systems. 

Microservices are a highly touted replacement for monoliths in large-scale systems. According to Fowler (2014), 
microservices are small services that can be deployed independently, are based on business capabilities and rely on 
lightweight communication protocols. Newman (2021) also pointed out that microservices allow for independent 
scaling of individual components of the system, which is useful for enterprise systems with heterogeneous workload 
patterns. Kratzke and Quint (2017) also warned, however, that the adoption of microservices brings operations 
challenges, such as service discovery, distributed transaction management, and communication overhead between 
services. 

Security and governance are ongoing issues with data architectures based on the cloud. Data breaches, insecure APIs, 
and common technology vulnerabilities were found to be main security threats in cloud environments by Hashizume et 
al. (2013). Zhou et al. (2010) and Chen and Zhao (2012) also pointed out the importance of having a strong identity and 
access management system when enterprises' data is spread across multiple cloud services. The discussion then 
continues by Stergiou et al. (2018) to hybrid cloud and IoT settings, where the need for secure data integration pipelines 
is emphasized. 

There are a number of studies that have introduced a reference architecture for enterprise systems in the cloud. Buyya 
et al. (2018) have provided the manifesto for future generation cloud computing and suggested elasticity, multi-cloud 
interoperability, and autonomic resource management as key research directions. Varghese and Buyya (2018) talked 
about the convergence of cloud, edge and fog computing and indicated that future enterprise architectures will more 
and more shift data processing closer to data sources. Even with this extensive amount of research, few studies have 
developed an integrated, layered architecture that explicitly relates presentation, application, data integration, storage, 
and infrastructure issues, and that make empirical comparisons to the performance of traditional deployment models. 
The motivation for the architecture presented in the current study is this gap. 

3 PROPOSED CLOUD-BASED DATA ARCHITECTURE 

The proposed architecture consists of the six layers of logical enterprise data systems as shown in Figure 1 each 
performing different functions. It is a layered separation based on well-known software engineering concepts of 
modularity and separation of concerns, and it intentionally caters for the elasticity and distributed nature of cloud 
architectures. 
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Figure 1: Proposed layered cloud-based data architecture for scalable enterprise information systems. 

The Presentation Layer is responsible for providing enterprise functionality to Web, Mobile and Third-party API Clients. 
Requests from this layer pass through the API Gateway and Load Balancing Layer that handles authentication, rate 
limiting, and even distributing requests among the available application instances. The Application/Microservices Layer 
enforces the core business logic of the application in containerized services which are controlled by a platform like 
Kubernetes, allowing for independent scaling of services as per the demand. 

The Data Integration and Messaging Layer provides a way to move data between services and storage systems via 
extract, transform, load (ETL) pipelines or extract, load, transform (ELT) pipelines with event streaming platforms. This 
layer separates data producers from data consumers, enabling services to change their own schemas and providing data 
consistency via eventual consistency models when needed. The Distributed Data Storage Layer uses polyglot 
persistence, integrates relational databases for transactional data, NoSQL stores for semi-structured data, a data lake 
for raw and historical data and an in-memory cache for frequently accessed data. Finally, the Cloud Infrastructure Layer 
is the elasticity of compute, storage and network resources that all layers above rely on, which are accessed using 
infrastructure-as-a-service services. 

Table 1: Core components and primary functions of the proposed architectural layers. 

Layer Core Components Primary Function 

Presentation Layer Web portals, mobile apps, 
REST/GraphQL clients 

User interaction and request 
initiation 

API Gateway & Load 
Balancing 

API Gateway, Elastic Load Balancer Request routing, throttling, 
authentication 

Application/Microservic
es 

Containerized services 
(Docker/Kubernetes) 

Business logic execution and 
orchestration 

Data Integration & 
Messaging 

Kafka/Event Hub, ETL/ELT pipelines Real-time data movement and 
transformation 

Distributed Data Storage Relational DB, NoSQL store, Data Lake, 
Cache 

Persistent and high-speed data 
storage 

Cloud Infrastructure Compute instances, virtual networks, 
storage volumes 

Underlying elastic infrastructure 
provisioning 
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The cross-cutting concerns (security, identity and access management, monitoring and observability) apply across all 
the six layers, as shown on the right-hand side of Figure 1. Table 1 summarizes the key components of each of the 
architectural layers. 

4 METHODOLOGY 

In order to assess the proposed architecture, a simulation-based comparative methodology was followed, as is common 
in architecture evaluation studies where it is impossible to perform a controlled full-scale experiment in the enterprise 
deployment environment (Rimal et al., 2009). The following two architectures were modeled: (1) the traditional 
monolithic architecture deployed on fixed capacity on-premises servers and (2) the proposed cloud-based layered 
architecture deployed on elastically scalable cloud infrastructure with auto-scaling policies enabled. 

A synthetic enterprise workload was created to simulate typical activities of a mid-size to large enterprise information 
system: transactional read/writes, analytical queries and batch data integration jobs. This workload was gradually 
increased from 100 concurrent simulated users up to 20,000 to assess system behavior at various levels of workload. 
Four performance metrics were recorded: (1) average response time (ms); (2) system availability (percentage of 
successful requests to total requests) during a simulated 30-day operational period; (3) data throughput (GB/s) at peak 
load; and (4) a relative operational cost index, which is a combination of compute cost, storage cost, and network cost 
components, and which was normalized to the on-premises baseline configuration. 

Table 2 contrasts the proposed architecture to a monolithic on-premises baseline, a single-cloud infrastructure-as-a-
service deployment, and a cloud-native microservices deployment, with no data integration and governance layers, 
along four qualitative dimensions: scalability, fault tolerance, deployment complexity, and typical use case suitability. 

Table 2: Comparison of enterprise architecture deployment models. 

Architecture Model Scalability Fault 
Tolerance 

Deployment 
Complexity 

Typical Use Case 

Monolithic On-Premises Low Low Low Small, static enterprise 
systems 

Single-Cloud IaaS Moderate Moderate Moderate Departmental 
applications 

Cloud-Native Microservices High High High Large-scale distributed 
systems 

Proposed Hybrid Cloud Data 
Architecture 

Very High Very High Moderate–High Enterprise-wide data 
platforms 

5 RESULTS AND DISCUSSION 

Figure 2 shows the average response time for the traditional monolithic and the proposed cloud based architectures for 
varying number of concurrent users ranging between 100 and 20,000. At 5,000 concurrent users, the steep increase in 
response time is typical of the traditional architecture, as additional users increase the load on a fixed-capacity server. 
By contrast, the proposed architecture has a relatively flat response-time curve, as a result of horizontal auto-scaling of 
the containerized services and load distribution between multiple availability zones. 
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Figure 2: Response time versus concurrent user load for traditional and proposed architectures. 

The performance evaluation results were summarized quantitatively in Table 2 for the maximum load tested of 10,000 
concurrent users. The proposed architecture was able to reduce the average response time by 85.2 percent, increase 
the availability of the system from 98.20 percent to 99.95 percent, increase the data throughput by 283.3 percent, and 
reduce the mean time to recover from failure by 85.7 percent. 

Table 3: Performance evaluation metrics: traditional versus proposed cloud-based architecture. 

Metric Traditional 
Architecture 

Proposed Cloud-Based 
Architecture 

Improvement 
(%) 

Average Response Time (10,000 
users) 

2500 ms 370 ms 85.2 

System Availability 98.20% 99.95% 1.78 

Data Throughput 1.2 GB/s 4.6 GB/s 283.3 

Mean Time to Recovery (MTTR) 42 min 6 min 85.7 

Operational Cost Index 100 52 48.0 

The relative operational cost index and scalability index for the four deployment models: on-premises, single-cloud 
infrastructure-as-a-service, cloud-native microservices, and the proposed hybrid cloud data architecture are shown in 
Figure 3. The proposed architecture shows the lowest operational cost index (52), based on a 100 index for on-premises 
deployment, and the highest scalability index (94), which means that the architectural improvements do not agree with 
any increase in the cost, but rather on the possibility to use resources in an elastic way and to scale up and down them 
according to the workload. 
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Figure 3: Comparative operational cost and scalability index across enterprise deployment models. 

This aligns with the previous studies which indicated that cloud-native with microservice architecture made the 
systems more scalable and resilient compared to monolithic architecture (Fowler, 2014; Newman, 2021). The results 
also provide further reinforcement to literature by showing that the explicit data integration and messaging layer, along 
with polyglot persistence provides significantly more throughput improvement than typically written about in 
literature when just decomposing microservices. This indicates that data-layer design has the same importance as 
application-layer decomposition in achieving enterprise scalability and thus has been less studied in architecture-
driven studies compared to the latter (Sakr et al., 2011). 

When it comes to the pragmatic side, the findings indicate that organizations looking to move to the cloud should not 
simply lift and shift, but should also redesign their data architecture to be event-driven, with polyglot storage. This 
aligns with Buyya et al.'s (2018) vision for future research on cloud computing, which has two key design criteria: 
elasticity and autonomic resource management. However, as explained by Hashizume et al. (2013) and Stergiou et al. 
(2018), the architecture's complexity, which comes with microservices and distributed data stores, demands proper 
monitoring and observability practices and security measures to prevent the emergence of new operational risks while 
addressing scalability issues. 

Notably, the performance numbers in this study are based on simulated, as opposed to on-the-fly performance within 
an enterprise production system. Although simulation allows for systematic, repeatable comparison between 
architectural configurations, there may be other variations in the real world, for example, network conditions, 
dependencies on third party services and organizational data governance policies. Application of the results of these 
single tests to production systems would provide greater confidence in the generalizability of these findings. 

6 CONCLUSION 

This paper introduced a layered, cloud-based data architecture for scalable enterprise information systems consisting 
of a presentation layer, API gateway layer, microservices layer, data integration layer, distributed storage layer, and 
cloud infrastructure layer, along with cross-cutting security and observability functions. A simulation-based evaluation 
revealed that the proposed architecture significantly improved the response time, availability, throughput and 
operational cost measures when compared with a traditional monolithic architecture, and also improved the overall 
scalability and cost efficiency when compared with single-cloud and standalone microservices deployments. These 
results back up the notion that enterprise cloud migration is not so much a relocation of infrastructure,  as it is an 
architectural redesign effort. 

In the future, this work could be extended on three fronts: first, validation of the suggested architecture with production 
workloads from operational enterprise systems in various industries; second, inclusion of Artificial Intelligence-assisted 
orchestration of resources to further optimize auto-scaling decisions and cost management; and third, investigating the 
integration of edge and fog computing components to support latency sensitive enterprise applications, extending the 
hybrid cloud concept outlined in this study. 
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